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HTTP status codes

Information 100-199

Success 200-299

Redirection 300-399

Client Error 400-499

Server Error 500-599

HTTP status codes explained with cats :
https://http.cat/ 

https://http.cat/
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Classic Enum - Fuzzing

● Ffuf
● wffuz
● Gobuster
● Dirbuster
● Feroxbuster
● …

● https://www.thehacker.recipes/web/recon/directory-fuzzing 

https://www.thehacker.recipes/web/recon/directory-fuzzing
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Remote Code Execution

● https://i.blackhat.com/us-18/Wed-August-8/us-18-Orange-Tsai-Breaking-Parser-Logic-Take-You
r-Path-Normalization-Off-And-Pop-0days-Out-2.pdf 

https://i.blackhat.com/us-18/Wed-August-8/us-18-Orange-Tsai-Breaking-Parser-Logic-Take-Your-Path-Normalization-Off-And-Pop-0days-Out-2.pdf
https://i.blackhat.com/us-18/Wed-August-8/us-18-Orange-Tsai-Breaking-Parser-Logic-Take-Your-Path-Normalization-Off-And-Pop-0days-Out-2.pdf
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Remote Code Execution

● https://gitlab.com/TheLaluka/all-it-takes-is-a-mbean
● https://thinkloveshare.com/hacking/shells_with_jolokia_exploitation_toolkit/ 

https://gitlab.com/TheLaluka/all-it-takes-is-a-mbean
https://thinkloveshare.com/hacking/shells_with_jolokia_exploitation_toolkit/
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 In Real life

● https://yeswehack.com 

https://yeswehack.com


RESOURCES

● https://thinkloveshare.com/hacking/shells_with_jolokia_exploitation_toolkit/
● https://github.com/laluka/jolokia-exploitation-toolkit 
● https://i.blackhat.com/us-18/Wed-August-8/us-18-Orange-Tsai-Breaking-Parser-Logic-Tak

e-Your-Path-Normalization-Off-And-Pop-0days-Out-2.pdf 
● https://www.thehacker.recipes/web/recon/directory-fuzzing 
● https://github.com/laluka/bypass-url-parser 

https://thinkloveshare.com/hacking/shells_with_jolokia_exploitation_toolkit/
https://github.com/laluka/jolokia-exploitation-toolkit
https://i.blackhat.com/us-18/Wed-August-8/us-18-Orange-Tsai-Breaking-Parser-Logic-Take-Your-Path-Normalization-Off-And-Pop-0days-Out-2.pdf
https://i.blackhat.com/us-18/Wed-August-8/us-18-Orange-Tsai-Breaking-Parser-Logic-Take-Your-Path-Normalization-Off-And-Pop-0days-Out-2.pdf
https://www.thehacker.recipes/web/recon/directory-fuzzing
https://github.com/laluka/bypass-url-parser
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