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Burp Suite Professional

Quelques features de la version professionnelle :

Addons Acceés a toutes les extensions du BApp Store

Active Scanner Scanner de vulnérabilités avancé (Actif, passif, custom/template - BChecks...)

Faster Intruder Intruder plus rapide, pas de delay

Gestion de projet Possibilité d'enregistrer et de charger des projets

Wordlists Acces a toutes les wordlists mises a disposition par PortSwigger (Filenames, payloads,
Interesting files, ...)

Burp Collaborator Service d'intéraction réseau - Out-of-band security testing (OAST)
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Le top des addons

Qui sont les meilleures
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NeHack #1 Eu X

[ mtercept | HTe history: | websockets history | aptions |

‘ Filter: Hiding CSS, image and general binary content

N o

| # | Method | URL | Params | Edited | Status | Extension Title | Comment | Cookies
c Iyeswehack matomo.cloud/matomo.js 200 L is 13.2245¢ 4
Jhacktivity? L v 3 052 St E p y

Enabled W

/

Jyeswehack.matomo.cloud/container_SOU2...

wp-content/ca set: pfis/body-2...

Jyeswehack matomo.cloud/matomo js 134657

fhacktivity?page=1&resultsPerPag 1052 9.
jranking/huntershisxo 838 137.74.99.145
ffeed 2 12619 149.202.37.132
Jranking/hunters/saxx 137.74.99.145
jrankingfhuntersfandrivet 2 137.74.99.145
Jfeventsffeed/ 149.202.37.132
/ Horne - YesWeHack #1 E

Use burp proxy

Add container header

L
Remove security headers [ ]

fyeswehack matomo.cloud/container_SOU2
ntent/cache/asset-cleanupfisfbody-
puvow.yeswehack.com WeHack #1 Eur...
hitps e yeswehack.com M fcaches fistbody-2... 3¢ script :
httpsy u % script '
ehack matomo.cloud/matomo,| script

»
https://api.yeswehack com G franking/hunters/hisxo
https://api.yeswehack.com ng/hurte
https://blog yeswehack.com

Liens: - https://qithub.com/yeswehack/PwnFox
- https://addons.mozilla.org/fr/firefox/addon/pwnfox/



https://github.com/yeswehack/PwnFox
https://addons.mozilla.org/fr/firefox/addon/pwnfox/

/
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02 - HackVertor

Liens: -

https://qithub.com/hackvertor/hackvertor



https://github.com/hackvertor/hackvertor

02 - HackVertor

Request

Raw Hex

1 POST /ajax_router.php HTTP/2
Host : com
Content-Length:
Accept: */*

exemple

Content-Type: application/x-www-form-urlencod

X-Requested-With:
7 User-Agent: Mozill
like Gecko) Chrome

XMLHt tpR
115.0.5790.1

barraP

ajax_route=functions

Request

Hackvertor
1/POST /ajax_router.php HTTP/2
2 Host: example.com

Content-Length: 107

4 Accept: */*
5 Content-Type: applicat -form-urlenco
i1 5.0 (Winc
me/115.0.579¢

/>&ajax_route:

(Windows NT 10

1048

reso.php&id=. .

harset=UTF-8

AppleWebKit/537.36 (KHTML,

=functions/barraPro

050 .. php&id=

Response
Render

1 HTTP/2 403 Forbidden
2 Server:

Pretty  Raw  Hex

awselb/2.0

3 Date: Fri, 18 Aug 2023 16:55:25

4 Content-Type: text/html
5 Content-Length: 520

charset=UTF-8

x64) ebKit /537 .36 7 <html>
<head>
<title>
403 Forbidden
</title>

</head>

Apple (KHTML,

Response

Pretty Raw Hex Render

HTTP/2 206 0K

Date: Fri, 18
Content-Typ
Content-Length: 2163
Server: Apache
Strict-Transport-Security: max-age=63072000; includeSubdomains; pr
X-Frame-Option:
Referrer-Polic

Vary: Ac it ng
X-Content-Type-Options:
X-Xss-Protection: 1; m
Content -Security-Policy

‘self' data:;

:/usr/sbin/nologin
bin/nologin
bin/nologin

sbin/nologin
in/nologin
usr/sbin/nologin
bin/nologin

form-action

GMT

‘self';
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03 - Active Scan ++

Professional

Remove from scope

Passively scan this host

Actively scan ‘khis host

Extensions
Engagement tools
Compare site maps

Expand branch

Potential host header attacks (password reset
poisoning, cache poisoning, DNS rebinding)
Edge side includes

XML input handling

Suspicious input transformation (eg 7*7 => '49',
\x41\x41 =>"'AA")

Passive-scanner issues that only occur during
fuzzing (install the 'Error Message Checks'
extension for maximum effectiveness)

Liens: - https://github.com/PortSwigger/active-scan-plus-plus



https://github.com/PortSwigger/active-scan-plus-plus
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04 - Param Miner

vc=64be5312d04 3
Tcz Qthlea8QIpr
5 : Client-Ip: zwrtxqv
Successful probes :

9|0rigin: https:

Issue detail

Unlinked parameter identified.

Found unlinked param: client-ip client-ip client-ipizsehp
0
AT

?‘x Lontant -Type- Optlonk:
0 X-Xss-Protection: 1; m

Xjxuun2Zeqj

Liens: - https://github.com/PortSwigger/param-miner



https://github.com/PortSwigger/param-miner
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05 - JWT Editor

Keys

[} Type Public Key Private Key Signing Verification Encryption Deayplion
3441896¢-1538-423c-bb... RSA 2048 G
a9764892-951¢-40d7-a.. OCT 128

JWT 1 - ey)0eXAIOIKV1QILCIhbGAOIUzI TNU9.ey) 1c2VybmFtZSISIn ...
Serialized JWT

ey J0eXAI01IKVIQiLCIhbGL 101 TUzTINI ]S, eyd Lc2VybuF L ZSTEIAR1C3QiLCINZ610biT6ZnF 5c 29,
XtpbriRhGdkxpDuxZdrYBOR7HHVCF yhVnYDCZIVYG4

Copy

JWS

Header
0

Payload

Signature
S5E DA 5B AC 74 61 19 D9 31 A4 3B B1 65 DA D8 FO
E4 78 58 D4 _15 08 5C A1 56 76 03 71 9F 6F 60 6F
Embedded JWK
"none" Signing Algorithm

HMAC Key Confusion

Attack Sign Encrypt

Verify

Format JSON
Compact JSON

Format JSON
® Compact JSON

o Editer et visualiser des JWT depuis le repeater
e Créer des clés symétriques / asymétriques

o Tester des attaques (none algorithm, HMAC Key
Confusion, Embedded JWK, etc.)

e Scan de vulnérabilités liees aux JWTs (secret
faible, etc.)

Liens: - https://github.com/blackberry/jwt-editor



https://github.com/blackberry/jwt-editor
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Liens:

06 - Turbo Intruder

examp

examples/basic.py

examples/burpintegration.py

1ail-link-extraction.py

https://github.com/PortSwigqger/turbo-intruder

High-speed

HTTP stack
hand-coded

Attacks are configured
using Python code
Multi-day/host attacks
Support for headless
environments
Complex filters



https://github.com/PortSwigger/turbo-intruder

/
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07 - Authorize / Auth Analyzer

[}
103
102
101
100

Method

GET
GET
GET
GET
GET
GET
POST

URL

ittp://Ms 3000/ rest/basket/6
http:
http://

3000/rest/user/whoami

3000/rest/basket/s

3000/rest/basket/6
3000/api/Products/37d=Mon%20F eb%2001%202021
3000/api/Products/307d=Mon%20F eb%2001%:202021
3000/api/Basketitems/

3000/api/Basketitems/

£3000/rest/continue-code

3000/rest/continue-code
3000/rest/basket/s
3000/rest/basket/s
3000/api/Quantitys/
3000/rest/products/search?q=
i0/7EI0=

:3000/api/Cards

3000/api/Addresss

10/7E10=
3000/rest/user/whoami
3000/rest/languages

3000/rest/admin/application-version
3000/rest/user/whoami
3000/rest/admin/application-configuration
3000/rest/admin/application-version
3000/apl/Challenges/Tname=Score320Board
3000/rest/admin/application-contiguration
3000/3pi/Challenges/Tname=Score3208oard
3000/s0cket.i0/7EI0=3&transport=pollingat=NTSzffw

3000/s0cket.i0/7EI0=3atransport=polling&t=NTSzel3
3000,

& Szhh1&...

Orig. Len
1009
130
1009
1009
215
352
157
158

Modif. Len Unauth. ...

1009
132
1009
1009
215

Authz St.. Unauth,..| RequestResponseViewers  Configuration
234 Bypassed!  Enforced! Modified Request  Modified Response  Expand
11 s enforce... Is enforc...
234 Bypassed  Enforced:  WAAMM Raw Fender An - Adions v
234 Bypassed! Enforced!
275 Bypassed!  Bypassed! (
352 Bypassed! Bypassed! “status": "success",
234 Enforced!  Enforced! “dagat: |
234 Enforced! Enforced! st Y
B coupon® :null,
L? Bypassed!  Bypassed! csranEain®.
79 Bypassed! “updat edAt * $:08:20.8842",
234 Bypassed! Enforced! “Userld"
234 Bypassed! Enforced! “Products
5724 Bypassed!
12482 Bypassed! D& «» 0 matches
3 Bypassed! Bypassed!
31 Kentoe s Enforced! Original Request  Original Response  Expand
31 Isenforce... Enforced! g o W VAGHons
0 Bypassed! mcrrer———
11 15 enforce... Is enforc...
4304 Bypassed! Bypassed! (
17547 Bypassed! Bypassed! “status”: "success",
4 “data®:(
20 Bypassed!  Bypassed! iavis
11 lsenforce... Is enforc... gt miiis
17547 Bypassed!  Bypassed! "createdAt” 2, 08:20.8842",
20 Bypassed! Bypassed! “updatedAt” :08:20.8842",
595 Bypassed! Bypassed! “Userld*
17547 Bypassed! Bypassed! “Rroducts®: [
59¢ Bypassed! Bypassed!
103 Bypassedl Bpassedt | (2){0} (& || = 0matches
'?‘D; Bypassed Bpassedt | onticated Request  Unauthenticated Respon Expand
1524 Bypassed!  Bypassed! pretty ILEN] \n  Adions v
(
“error®: (

"message”:"No Authorization header was found",
"name”: "UnauthorizedError",
code”: "credentials_required”,
“status”:401,
“inner": (
"message®: "No Authorization header was found"

Liens: -

https://github.com/PortSwigger/autorize

e Red > IDOR

® -> Maybe
IDOR

e Green > No IDOR

/'\ False positive /1\



https://github.com/PortSwigger/autorize

08 - Collaborator Everywhere

Raw Hex Hackvertor

1 GET / HTTP/2
Host :
3 Sec-Ch-Ua:
1/ Sec-Ch-Ua-Mobile: 70
Sec-Ch-Ua-Platform: ""
Upgrade-Insecure-Requests:
7 User-Agent: Mozilla/5.0 (Windows .1; WOw6< L VebKi .36 (KHTML, like ) Chrome/55.0 87 Safar 37.36 r @lmbc6nulg tify.com
8 Accept: text/html tion/xhtml+xml,a cation/xml ;g ,image/avif,image ,image/apng,*/* applicatic cha
Sec-Fetch-Site:
Sec-Fetch-Mode:

1 Sec-Fetch-User:

2 Sec-Fetch-Dest: d
Accept-Encoding:
Accept-Language: en
Cache-Control:
6 From: roc
7 X-Real-Ip:
3 X-Forwarded-For: ¢
X-Wap-Profile: ht
True-Client-Ip:
Referer: http:
22 Client-Ip: ¢ fi
3 X-Originating-Ip
X-Client-Ip:
Contact: ro
Cf-Connecting_ij [
7 Forwarded: fo 3rp gbhygowbmb4vvlypn. y.Cco ) od . 053 rp2 ( n.oastify.ce [ stify.com



https://github.com/PortSwigger/collaborator-everywhere
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09 - InQL

Search for known GraphQL URL paths
Search for exposed GraphQL

Find queries, mutations, subscriptions
Find objects and custom object types

http://172.17.0.2:5000/graphql
Queries, Mutations and Subscriptions
172.17.0.2:5000
2 query
v 2023-01-17
v 1673971528
allPosts.query
allusers.query
node.query
singleUser.query
> 1673971544
doc-2023-01-17-1673971528 html

GraphQL #0 Raw

}Quew:

1

O U WwN

~

query {
singleuser(user:1334) {
apiKey
dateOfBirth
uuid
surname
name
1d
user

Liens: - https://github.com/doyensec/ingl



https://github.com/doyensec/inql
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10 - Backslash Powered Scanner
 Professional

? Suspicious Input Transformation

Get baseline:

Issue

Severity:  Hig

Confidence: Tentative

Host: htp://codepen.io

S \zz => \zz

Note: This issue was generated by the Burp extension: protoScan2.

Issue detail

The application transforms input in a way that suggests it might be vulnerable to some kind of server-side code injection s .
OOK TOr anomailies
Interesting transformations: °
] J— "
-——
=
—-——
_—
o
-——
X - X

Liens: - https://github.com/PortSwigger/backslash-powered-scanner

- Y,



https://github.com/PortSwigger/backslash-powered-scanner
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Mentions honorables

C'est bien aussi
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Mentions honorables

Java Deserialization Scanner
JSON Beautifier

JWT ReAuth

Upload Scanner

HTTP Request Smuggler

Web cache deception Scanner
Log4Shell Everywhere

JS miner

Server-Side Prototype Pollution Scanner
WSDler

Content Type Converter

Piper

Nuclei

YesWeBurp
PHP Object Injection Check
HoplLa
RIO
Logger++
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Conclusion

Maintenant ¢ga marche mieux




Conclusion

Marche mieux
Couvre plus de cas
Plus productif

Plus rapide
Automatisation ftw
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Yes, but ...

‘r

Conclusion

| fear no man
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Conclusion

¢ Total estimated system impact: High

18:11:01
Ryzen 5 3600

C9

Cc10

C11 ::i::i100% ’
LAV: 14.7 13.1 7.99

proc ilter per-core eversertre cpu lazy
Pid: Program: Command: Threads: User: MemB Cpus%
68267 java /opt/BurpSuitePro/jre/bin/java -splash:/op 15 alex 6.4G si5i: 96.4
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Ressources

https://dithub.com/snoopysecurity/awesome-burp-extensions
https://portswigger.net/solutions/penetration-testing/penetration-testing-tools
https://portswigger.net/bappstore
https://blog.yeswehack.com/category/yeswerhackers/pimpmyburp/
https://blog.yeswehack.com/yeswerhackers/pimpmyburp-9-use-bcheck-to-improve-
vulnerability-scanning/
https://portswigger.net/burp/documentation/desktop/extensions/installing-extensions
e https://portswigger.net/burp/documentation/desktop/automated-scanning

e https://www.blackhat.com/docs/eu-16/materials/eu-16-Kettle-Backslash-Powered%?2
OScanning-Hunting-Unknown-Vulnerability-Classes.pdf



https://github.com/snoopysecurity/awesome-burp-extensions
https://portswigger.net/solutions/penetration-testing/penetration-testing-tools
https://portswigger.net/bappstore
https://blog.yeswehack.com/category/yeswerhackers/pimpmyburp/
https://blog.yeswehack.com/yeswerhackers/pimpmyburp-9-use-bcheck-to-improve-vulnerability-scanning/
https://blog.yeswehack.com/yeswerhackers/pimpmyburp-9-use-bcheck-to-improve-vulnerability-scanning/
https://portswigger.net/burp/documentation/desktop/extensions/installing-extensions
https://portswigger.net/burp/documentation/desktop/automated-scanning
https://www.blackhat.com/docs/eu-16/materials/eu-16-Kettle-Backslash-Powered%20Scanning-Hunting-Unknown-Vulnerability-Classes.pdf
https://www.blackhat.com/docs/eu-16/materials/eu-16-Kettle-Backslash-Powered%20Scanning-Hunting-Unknown-Vulnerability-Classes.pdf
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Thanks!

Questions ? :)

y ©@Nishacid




