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WHAT IS IT?
Emulation is the process of running mobile apps on 
non-mobile devices using software that simulates 
the Android/iOS operating system. This allows users 
and developers to test and use Android applications 
on computers.



How to ?

https://www.genymotion.com/ 

https://www.genymotion.com/


Get your APK

An Android Package file (APK) is a 
compressed archive containing all the 
data and resources needed to run an 

app on Android devices

What is an APK ? How to get one ?
● Pentest
● Bug Bounty
● Developer
● Malware Analysis
● …



Install the APK
From Google PlayStoreFrom APK File



02Static Analysis



https://github.com/skylot/jadx 

Static Analysis - JADX

JADX is a Command line and GUI tools for 
produce Java source code from Android Dex 

and Apk files

https://github.com/skylot/jadx


Static Analysis - JADX



AndroidManifest.xml

Static Analysis - JADX

ressources / strings.xml



Static Analysis - ApkTool

https://github.com/iBotPeaches/Apktool 

Apktool is a tool for reverse engineering 
third-party, closed, binary, Android apps. It can 

decode resources to nearly original form and 
rebuild them after making some modifications

https://github.com/iBotPeaches/Apktool


https://github.com/n0mi1k/apk2url 

Static Analysis - Apk2URL

Apk2URL easily extracts URL and IP 
endpoints from an APK file and performs 
filtering into a .txt output

https://github.com/n0mi1k/apk2url


https://github.com/xtiankisutsa/MARA_Framework 

Static Analysis - Mara Framework

MARA is a tool that puts together commonly used mobile 
application reverse engineering and analysis tools, to 
assist in testing mobile applications against the OWASP 
mobile security threats.

- APK Analysis (Extract strings, URL, certificate..)
- APK Reverse Engineering (Disassembling, 

Decompiling…)
- APK Deobfuscation 
- APK Manifest Analysis (Extract Intents, services..)
- Domain Analysis (SSL scan, website fingerprint…)
- Security Analysis (Code analysis OWASP…)

https://github.com/xtiankisutsa/MARA_Framework


Static Analysis - Mara Framework



https://github.com/MobSF/Mobile-Security-Framework-MobSF 

“Static” Analysis - MOBSF

MobSF is a web security research platform for mobile 
applications in Android, iOS and Windows Mobile.

- Static Analysis (Android / iOS)
- Dynamic Analysis (Android / iOS)
- Web API Viewer
- CI/CD

https://github.com/MobSF/Mobile-Security-Framework-MobSF


“Static” Analysis - MOBSF



Dynamic
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Dynamic Analysis - BurpSuite

https://portswigger.net/burp/documentation/desktop/mobile/config-android-device 

https://portswigger.net/burp/documentation/desktop/mobile/config-android-device


Dynamic Analysis - ADB

https://developer.android.com/tools/adb 

https://developer.android.com/tools/adb


Dynamic Analysis - Proxy Certificate

1 2
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Dynamic Analysis - Proxy



Dynamic Analysis - Bypass root protection 

SSL pinning involves verifying that the server’s 
certificate matches a known good copy stored 
within the app. This prevents attacks involving 
forged certificates, enhancing security by 
ensuring the app communicates only with the 
authentic server.

Root protection refers to security measures 
used to detect if a device is rooted. Rooting 
grants full control over the OS, potentially 
exposing it to security risks. 



Dynamic Analysis - Frida

https://github.com/frida/frida/releases/ 

Frida is a free dynamic 
instrumentation toolkit that can be 
used for many things on various 
platforms.

- Read app memory (Full memory 
access)

- Call methods / functions
- Hook methods / functions

https://github.com/frida/frida/releases/


Dynamic Analysis - Bypass root protection 

https://codeshare.frida.re/@Kais
erBloo/ssl-and-root-bypass/ 

Collection of Frida scripts : 

https://codeshare.frida.re/ 

https://codeshare.frida.re/@KaiserBloo/ssl-and-root-bypass/
https://codeshare.frida.re/@KaiserBloo/ssl-and-root-bypass/
https://codeshare.frida.re/


Others technos

● Java - Original language for Android, versatile.
● Kotlin - Modernizes and simplifies Android code.
● Flutter - Creates cross-platform apps with Dart.
● Unity - Ideal for games, uses C#.
● React Native - Cross-platform development in JavaScript.
● Xamarin - Shares C# code between Android and iOS.
● Cordova - Converts web applications to mobile.

Catch them all

you are 
here

https://www.java.com/
https://kotlinlang.org/
https://flutter.dev/
https://unity.com/solutions/mobile/android-game-development
https://reactnative.dev/
https://dotnet.microsoft.com/en-us/apps/xamarin
https://cordova.apache.org/


RESOURCES

● Big thanks to @pwnwithlove
● Getting Started with Frida
● HackTricks - Frida Tutorial
● @Cyxo - Reverse Engineering d'applications Android
● Awesome Android Reverse Engineering
● Configuring an Android device to work with Burp Suite
● BurpSuite Mobile testing
● SSL Pinning in Android
● Bypassing Root Detection the Universal Way
● How to use Ghidra to Reverse Engineer Mobile Application

https://twitter.com/pwnwithlove
https://medium.com/@briskinfosec/getting-started-with-frida-de44d932ae7
https://book.hacktricks.xyz/mobile-pentesting/android-app-pentesting/frida-tutorial
https://www.youtube.com/watch?v=-apXgWkbOvI
https://github.com/user1342/Awesome-Android-Reverse-Engineering
https://portswigger.net/burp/documentation/desktop/mobile/config-android-device
https://portswigger.net/burp/documentation/desktop/mobile
https://medium.com/@anandgaur22/ssl-pinning-in-android-14851dc41703
https://medium.com/@aimardcr/bypassing-root-detection-the-universal-way-2625712172e5
https://infosecwriteups.com/how-to-use-ghidra-to-reverse-engineer-mobile-application-c2c89dc5b9aa


THANKS!
DO YOU HAVE ANY QUESTIONS?

@Nishacid


